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Ilar 1: Pa6oruuk npu obHapyskeHun BITJIA Ham TeppuTppuel NpEANPUATHS WIH B
HEMoCpeICTBEHHO M OJIM30CTH OT Hee He3aMe TUTETBHO COO0IIaeT:

- HAaYaIBHUKY CMEHBI OXpaHbl 10 Tenedony: 77-04, umm cot. Ten. 8-919-939-99-80.

- micrieTyepy mpeanpustas mo tenedony: +7(3456)398-755 wm cot. Ten. 8-922-471-
90-32, ykazaB B cooOmieHMH WHGOPMALIMIO O MECTe, BpPEMEHH OOHapYKEHU,
KOJIMYECTBE, HAMpaBJICHHM ABIKEHUS, TNC (KBaJPOKONTCPHBIA WM CaMOJICTHBIN),
HAITHYUE WK OTCYTCTBHE CPECTB MOopakeHus (MIpU BU3YTTbHON BO3MOXKHOCTH).
3AINPEIIAETCH!

- npu nageanu bIUIA — nogxonuts u npukacaTbca K HEMY;

- meITaThest cOUTh BIUIA moapydHBIMU TpEAMETAMU U HHBIMU CPEACTBAMU TIOP DKEHYS
- monb3oBaThest BOim3u BITJIA pammoanmapatypoit, MoOHIBHBIME TenedoHaMu;

- npubnmkarscs omwke 100 metpoB k BIUIA, HaxozsiiemMycst B COCTOSSHUH TIOJIETa U K
npu3eMIIBLIEMYyCs (0€3 IBYKEHHsT) HA O0BEKTE WIH MPUIIETAIOIIeii TepPUTOPHH;

- OCYLIECTBIISITH HEMOCPEJCTBCHHBII KOHTAKT, NPHOMMKATECS K IpEeIMETaM,
coporrerHpM ¢ BITIA

HeszamegnutenbHoO

Ilar 2: Tucrietuep mpeanpusTis
MY TIOJTy YeHUH MH(OpMAITHHU O
BITJIA coobGmiaer 06
obonapyxennu BILJIA B
CJIEIIYIOIIEM TTOpSIJIKE:

- IUPEKTOPY Mo 0e30MACHOCTH;

- CJIy:k0aM IKCTPEHHOro
pearupoBaHusl.

[Tocne moaTBEPKACHUSA YTPO3BL:
-reHepaJjibHOMY THPEeKTOpY;

- TJIABHOMY HHIKeHepY;

- AMPeKTOPY 10 NPOU3BOJACTBY U
JIOTHCTHKE;

- mapexropy [InAO/I;

- mapekropy OT u IIb;

- pyxoBoauTeN 0 cavikinl CXO).

Illar 3: IupekTop 1o 6€30NaCHOCTH [IEPEBOUT OXPAHHBIC MTOAPA3ICICHHS IPSTPHUIATHSI HA YCHIICHHBIA PEKUM HECCHHS CITYXKOBI,
py ToATBep>kaeHNH yrpo3bl ataku bITJIA unpopmupyer Tepputopuaibhbie opranbl @Ch u MBJ, aupekropa dbyHKIMHI
skoHOMHuecKoi 6ezonacHoctu CUBYP.

I'enepanbHbIi AUpPeKTOP, IpU NTOATBEpKAcHUH Yrpo3bl aTaku BIUIA, maer pacniopsskeHue:

- Oucnemuepy 00 OOBSIBICHHHU IO TEPPUTOPHH TpeaAnpusatus o0 yrpose araku BIUIA m HememsieHHOM HampaBleHWH PaOOTHHUKOB
HnpeanpusTusi B OmKaiiinie BpeMeHHbIE YKpbITUs coryiacHo Ilpunoskenust 1, oxxugas qanbHeHMINX yKa3aHWA 0 Havdajle SBaKyalluu
pabOTHHKOB, HE 3a/ICHCTBOBAHHBIX B BEJACHUH TEXHOJIOIMYECKHUX MPOIECCaX U HE MPUHUMAIOIINX y4acTHsl pyu BosHUKHOBeHHH YC B
[IMIIA,;

- pykogooumemo cayxcovt CXO 06 opraHu3aliu TMOATOTOBKHU K dBakyaruu ¢ Tepputopud 3CHX paGoTHHKOB TpeampusTHs HE
3a/1eiCTBOBAHHBIX B BECHHH TeXHOJOrHm4Yeckoro mnpoiecca u [IMJIA, uepe3 mynkTsl coopa (Ipunoxenune 2) (o rOTOBHOCTH, MOCIIC
OTMEHBI BO3/Iy ILIHON TPEBOTH).

Jupexrtop OTullb:

- opraauzyet nepeBo [IAC®D Ha ycuIeHHBIN pexXuM HeceHus cyk 061 1 nHpopmupyeT Hupekropa pyukmuu OT u I1b «CUBYPy;

- ocyIiecTBisieT coop pomoaHuTenbHOM HHpopManuu B ynpasieHud ['OnYC r. To6onscka n/um B TOnYUC TromeHCKO# 0bmacTH:
Mo TBEpKaaeTCs I nHpopMarus 00 yrpose araku BITJIA.

Ilar 4: TIpu moarBep)kAeHUN yrpo3sl ataku BITJIA:

1. ucneryep mpH MOJYyYEHHU OT TEHEPAJBHOTrO JUPEKTOPa MPEANpPUSATHS yKa3zaHWs O MPOBEACHMU 3BakyalroHHbIX Meponpuatuii Bkmodaer JICO. Ilo cpeacteam CO PVYIIOP, tenedonHO# M paanocBs3u MPOM3BOAWT OINOBEIICHUE TUPEKTOPOB 3aBOJIOB,
HavYaJIbHUKOB MTPOU3BO/ICTB, HAYATEHUKOB CMEH Ipou3BoAcTB, mucnerdepa OO0 «HXTKy, pykoBogutens CUBYPUHTEX B r. To6omsck, pykoBogutenst LIUT «Cesep» OO0 «CUBYP KOHHEKTY, HauansankoB cmeH OO0 «KCC PYCy» u OO0 «HOJIK» 00
yrpose ataku BI1JIA 1 HE0OXOMMOCTH HEMETICHHOTO YKPBITHS paboTHUKOB [Ipeampusatus B OMImKaHIMX 3aIMTHBIX COOPYKEHHSX TPaskIaHCKONH 00OpPOHBI, OIIepaTOPHBIX OYHKEPHOTO TUTIA, 3/IAHHSIX MMEIOIINX KalUTaJIbHBIC CTEHbI, IIOMEIIEHMs, POCTPAHCTBA B
KOpHJIOpax HE MMEIOIIMX OKOHHBIX MpoeMoB (coernacuo Ipunoscenus Ne 1 k COII «O nopsioke Oeticmauii npu 0OHApys*CceHUuU OecnuionHbX J1emameibHblX annapamos Hao meppumopueii u 663U npeonpusmusy), 0XUAas JaIbHEHIINX yKa3aHUH O Havaye
9BaKyallu pabOTHUKOB, HE 3aJICHCTBOBAHHBIX B BEIEHUU TEXHOIOTMYECKUX Mpoleccax U He MpUHUMArommX ydactust npu BosHukHOBeHHH UC B [IMJIA. Takxe maeT ykazaHue o HeMeJICHHOH 3BaKkyaluu ¢ Tepputopur IIpennpustus paboTHUKOB MOAPSIHBIX
OpraHu3alui.

2. PaGoTHHKY He 3a/1elicCTBOBAHHBIE B YNIPABJIEHUH TEXHOJOTHYECKMMH NP oueccaMu U He ydacTByomue B ukBuaamuu YC no IIMUJIA:

- npu nonyyeHun uHpopmanuu o6 yrpose ataku BIIJIA ykpbiBatoTcs B0 BpeMeHHbIX YKpbITusxX (IIpuinoskeHue 1), HEMEIIGHHO OTXOMAT OT OKOHHBIX MPOEMOB, pacroJjarasich B MOMEIICHHsSX 0e3 OKOHHBIX TMPOEMOB, JIMOO B KapMaHaX, KOPHIOPAX MEKITY
KaIMTATBHBIME CTEHaMH, OXuzas HHpopMaru 00 orMeHe yrpo3el araku bIIJIA u Havase 3BaKkyaluu 3a TEPPUTOPHUIO TP SIIPHUSTHS Ha TMIHOM aBTOTpaHcHopte (MPU HATMYUK) MM Yepe3 COOPHbIC Iy HKThI Ha aBTOOyCax;

- BKJIIOYAIOT PAJMONPHEeMHHUKH (MIpU HaNMuKMHM), OOpallalOT BHUMaHWE Ha paboTy/BKIIOYEHHE JIOKAJIBHOW CHCTEMBI ONMOBEINECHHs [IpeAnpusiTisi, TPOMKOrOBODSILYIO CBSI3b, MOAJCP)KHBAIOT CBA3b C HEMOCPEJCTBEHHBIMH PYKOBOIUTEISIMU CTPYKTYPHBIX
ToJipa3 i eHHi;

- Tocjie OTMEHBI yrpo3bl ataku BITJIA u 0OBsSIBICHUMS BaKyallud, paOOTHHKU BAKYHPYIOIIHUECS HA JIMYHOM aBTOTPAHCIIOPTE, IBAKYHPYIOT CBOUX KOJUIET, C YYETOM KOJIMYECTBA CBOOOIHBIM MECT B aBTOMOOWIIEC (MIEPEXOAT B PEKUM JHUCTAHIIHOHHON paboThI 10
0C000r0 yKa3aHus).

3. Pabornuxu IIpeanpusitus 3a/ielicTBOBaHHbIE B YIIPaBJIeHMH TeXHOJIOTHY eCKMMH NMpoLeccamMu M yyacTpymomue B JukBuaanua YC no IMIMJIA:

- TIpK TOJTy YeHuH uH(popMaru 00 yrpose araku BITJIA ykppiBatoTcst Bo BpeMeHHBIX YKpbITHsX (IIpmitosxenue 1), 1o BO3MOXHOCTH B OIEPATOPHBIX OYHKEPHOTO THIIA;

- OXKUAAIOT YKa3aHWH HAYaJIbHUKOB CMEH O JTBbHEHINNX ACHCTBHUAX, BKIIOYAIOT PaJMONPUEMHUKH (TIPYU HAJIMYWH), 00pallialoT BHUMaHUE Ha paboTy/BKIIIOYEHHE JIOKAIBHOW CHUCTEMbI OTIOBEIeHUs [IpennpHsTrs, TpOMKOTOBOPSIIY O CBSI3b, MTOAICPIKHBAIOT CBS3b C
HEMOCPeICTBEHHBIMH PYKOBOAUTEIISIMU CTPYKTYPHBIX MOJpa3/iell eHUH;

4. PykoBoaMTEIM CTPYKTYPHBIX MOAPA3/1eJIeHU i mpe I pusiTusi:

- OpraHM3YIOT y4eT CBOMX MOJUMHEHHBIX, [PU MOoMy4eHnr nHbpopmarnu 00 orMeHe yrpossl araku BIUIA u Hauane sBakyaruu paboTHUKOB [IpeanpusTisi K MecTam MOCTOSSHHOTO TP OXKUBAHUS PYKOBOAUTEIN CTPYKTYPHBIX MOAPa3/IeieHUI OpraHu3yIoT IPOBEPKY
4uciieHHOCTH (BKimtouas rocteit [IpeanpusiTusi, HAXOQAIMXCS B 30HE OTBETCTBEHHOCTH MOAPA3IACICHHSI) U MOATAIHYIO IBaKyallIO MEPCOHANA U3 MECT BPEMEHHOTO YKPBITHS Yepe3 MyHKThl cOopa BaxTOBBIMH aBToOycamu B ropo Tooombck (Ipuioxenune Ne2),
(mepexomiT B pe)KUM JAUCTAHIIMOHHOM PabOThI 10 0COOOTO YKa3aHHUA);

- B ciy4ae moBTopHOH yrpo3sl ataku BIUIA wmm o6Hapyxenust BITJIA B 30He npsMoi BUTUMOCTHA HEMEJICHHO MPEKPAIIAIOT YBaKy a0 U JAI0T YKa3aHUE BCEMH BO3MOYKHBIMHU CITOCOOAMH BEPHYThCS BO BPEMEHHBIC YKPBITUS U 0XKHJIATh JallbHEHIINX yKa3aHUH.

IIar 6: O6 oT™MeHe TPeBOTH, O OCTYIUICHHH HOBBIX BBOIHBIX AMCIETYeP MPeINpUsiTHs COO0IIaeT:

CMC-onogenienwst, o tenedony, CO PYTIOP mupekTopoB 3aB0I0B, HAUATFHUKOB MTPOU3BOJICTB, HAYATLHUKOB CMEH TIPOU3BOJICTB,
mucrieryepa OO0 «HXTK», pykoBogutenss CUMBYPUMHTEX B 1. Tob6omsck, pykoBomutens LIUT «Cesep» OOO «CUBYP
KOHHEKT», ragansarkoB cMeH OO0 «KCC PYCy» u OO0 «HOJIK» 06 0TO0e «Bo3ayniHoit TpeBorm»;

- OIOBEIIACT CITY)KObI SKCTPEHHOTO PEArnpOBAHUS O CHATHH PEKMMA MOBBIIICHHON TOTOBHOCTH, TIPUHUMAET JAOKIAbI B (UKCHPYET
BBITTOJTHEHUE MEPOIIPUSATHH OE30TIaCHOCTH,

HavajabHUKY CMeH NP OU3BOJCTBA Ty OINHUPYIOT HOMYyISHHYIO HH(OPMALIHIO MO TPOMKOTOBOPSIIICH CBSI3H.

PykoBoauTe M CTPpYKTYPHBIX MOApPa3/ie/ieHHil 10 TeneOoHy TOBOIAT MOTyUYeHHYIO HH(POPMAIHIO 10 TOMXYAHEHHOTO TepCOHaNa.
[Tocne yero Bce paOOTHUKHU 00S3aHBI ISHCTBOBATH B COOTBETCTBUU C MOTYyYCHHON HH(POpMALMEH.

[lar 5: HayalbHUKHU CMEH IP OU3BOJICTB!

- ayOonmupyroT WHQOPMAIUIO 10 TPOMKOTOBOPSIIEH CBS3M O HEMEIJICHHOM YKPBITHUH PaOOTHUKOB B 0E€30IMACHBIX MECTaxX
cornacHo Ilpuioskenuro 1;

- opraHu3yeT Oe3aBapHifHOE 3aBepIleHHE CIMBHBIX M HAJIMBHBIX ONEpALMi M 3aBeplIaeT Bce BUALI pabOT Ha MPOM3BOJICTBE,
OPTaHU3YIOT KOHTPOJb (PYHKIIMOHUPOBAHMS TEXHOIOTUYECKUX TPOIIECCOB;

- 10 CBOEMY NPOW3BOJACTBY YTOUHSIOT KomudecTBO wieHoB HAC®D, mpuOBIBIINX B YKpBITHE. JAIOT YKa3aHUE MPOBEPHUTH
KOMIUICKTAl[HIO ¥ TOTOBHOCTh K PUMEHEeHHUI0 00opynoBanus B mkadax HACD (ecim mkadpl ycTaHOBJICHBI B OTIEPATOPHBIX);
- OpraHu3yIOT y4eT epCoHaa B ONEePaTOPHBIX OYHKSPHOTO THIIA M IOKJIAIpIBAIOT auctieTdepy [lpeampusitus;

- TIpY BO3HMKHOBEHHUH 0KapOB/UHIIUICHTOB/aBapuii — NecTBYIOT cornacHo [IMJTA.
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